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Disclaimer 

This document and the information contained herein represent the copyrighted work that is 

the property of Corvus Info d.o.o. Furthermore, it may also be privileged or otherwise 

protected by work product immunity or other legal rules. If verification of this electronic 

document is required, please request a hard-copy version. The information contained within 

this document is meant and intended for use exclusively by the authorized persons.  

Corvus Info d.o.o. allows authorized persons to print, store, duplicate, and forward this 

document for internal use. Any exposure of its contents to third parties without prior written 

permission by Corvus Info d.o.o. is strictly prohibited, as is disseminating any information 

related to this document to non-authorized persons, its contractors, or third parties in any 

other way. 

Corvus Info d.o.o. makes neither warranties, nor assurances in relation to the 

implementation procedures, instructions, and other technical pointers outlined in this 

document. That being said, Corvus Info d.o.o. cannot be held liable for any damages arising 

from the use of this document and the information herein. 
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Introduction 

Please read this document carefully through the end! 

The following instructions are intended for qualified technical personnel only. Please 

delegate the tasks described herein exclusively to persons having an adequate security 

clearance and at least a basic understanding of IT security concerns.  

The document explains: 

 what a Corvus client certificate is 

 why you will need Corvus client certificates 

 how to generate a certificate using the Corvus Client Certificate Wizard 

 the appropriate use of cryptographically sensitive data 

Corvus Client Certificate 

What? 

A Corvus client certificate is a public key certificate, i.e. a cryptographic digital document 

used to authenticate clients and authorize access to the systems. 

Why? 

A client certificate is required to establish a secure and authenticated connection to the 

Corvus systems, e.g. CorvusPay merchant portal, CorvusPay processing API, Corvus 

Transaction Risk Monitoring Service, etc. You will need such a certificate in a web browser 

and/or your web application to communicate with CorvusPay merchant services. 

Corvus systems use client certificates to authenticate and authorize client access. Clients 

may use them to confirm the system they are connected to is really a Corvus system. 

How? 

A client certificate has two parts: 

 private key - a cryptographic key that is private to the certificate holder (you) 

 certificate - a digital document cryptographically signed by the issuer (Corvus) 

The private key is known only to the certificate holder. It is used by the cryptographic 

software within your web browser or other applications to prove you are the certificate 

holder. 

Technical note: Corvus uses the standards based X.509 TLS web client PKI certificates. 

The certificate is generated in a four step process. The next section outlines this process. 
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Corvus Client Certificate Wizard 

Generating certificates and distributing private keys securely is a complicated task. 

Corvus Client Certificate Wizard was designed to ease and simplify this process and help you 

acquire the credentials required for connecting to the Corvus systems. The wizard is a Java 

application that requires a Java 1.6 Runtime Environment (JRE 1.6) or later to run. 

The following diagram outlines the process of acquiring a client certificate: 
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The following steps are required from the user: 

1. generate authentication credentials using the Corvus Client Certificate Wizard 

2. e-mail the CorvusCPS.csr file or it’s contents to the cps_support@corvus.hr from your 

official business e-mail address using any regular e-mail client 

3. once you receive an e-mail response from Corvus containing the CorvusCPS.crt.pem 

save it to the same folder where the CorvusCPS.key.pem resides 

4. bundle the PEM format files CorvusCPS.key.pem and CorvusCPS.crt.pem into a 

PKCS#12 format file CorvusCPS.p12 using the Corvus Client Certificate Wizard 

*** Please follow the on-screen instructions while using the wizard. 

Wizard Download 

The latest version of Corvus Client Certificate Wizard is available at: 

https://cps.corvus.hr/public/CorvusClientCertificateWizard.jar 

The latest version of this document is available at: 

https://cps.corvus.hr/public/CorvusClientCertificateWizard.pdf

mailto:cps_support%40corvus.hr?subject=Corvus%20CPS%20Client%20Certificate%20Signing%20Request&BODY=%21%21%21%20PLEASE%20ATTACH%20THE%20CorvusCPS.csr%20FILE%20FROM%20THE%20PREVIOUSLY%20SELECTED%20WORKING%20FOLDER%20%21%21%21
https://cps.corvus.hr/public/CorvusClientCertificateWizard.jar
https://cps.corvus.hr/public/CorvusClientCertificateWizard.pdf
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Step 1 – Generate Credentials 

Run the wizard by double-clicking the downloaded file CorvusClientCertificateWizard.jar 

The following window should appear: 

 

Please read the on-screen instructions then select Next 
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Wizard allows you to choose a folder where the credential files shall be stored. Please select 

a new, empty folder. This may be achieved by selecting Browse and navigating to a folder 

where you would like to create a new, empty folder. The folder is then created by selecting 

the Create New Folder button or right-clicking the folder contents pane and selecting the 

New Folder option. You should type a descriptive name such as “Corvus CPS Credentials”. 

 

Upon choosing the desired folder, please select the Open button.  
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The wizard displays the selection and the Next button becomes enabled. Please select the 

Next button. 

 

The wizard informs you it is ready to create the credentials for the first step. Please select 

the Next button. 
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The Private Key Encryption password screen appears. Please type a strong password and 

then retype it into the second text field. 

 

When the two password inputs match the Finish button is enabled. Please select the Finish 

button to generate the credentials. Upon completion the wizard will conveniently start your 

email client assisting you to send the Certificate Signing Request to cps_support@corvus.hr. 

This completes the Step 1. 

Step 2 – Request a Client Certificate 

Please simply send the email prepared by the wizard in Step 1 to cps_support@corvus.hr. 

This completes the second step. Please allow up to two days for an email reply from Corvus. 

Step 3 – Save the Notarized Credentials 

Once you receive an e-mail response from Corvus containing the CorvusCPS.crt.pem please 

browse to the previously selected Working Folder and save it alongside the 

CorvusCPS.key.pem file, created during Step 1. 

Step 4 – Bundle Notarized Credentials into a PKCS#12 format file 

Please run the wizard again by double-clicking the previously used 

CorvusClientCertificateWizard.jar. The following window should appear: 

mailto:cps_support%40corvus.hr?subject=Corvus%20CPS%20Client%20Certificate%20Signing%20Request&BODY=%21%21%21%20PLEASE%20ATTACH%20THE%20CorvusCPS.csr%20FILE%20FROM%20THE%20PREVIOUSLY%20SELECTED%20WORKING%20FOLDER%20%21%21%21
mailto:cps_support%40corvus.hr?subject=Corvus%20CPS%20Client%20Certificate%20Signing%20Request&BODY=%21%21%21%20PLEASE%20ATTACH%20THE%20CorvusCPS.csr%20FILE%20FROM%20THE%20PREVIOUSLY%20SELECTED%20WORKING%20FOLDER%20%21%21%21
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Please read the on-screen instructions then select Next 
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Wizard allows you to choose a Working Folder. Please select the Working Folder used 

through steps 1 to 3 then select the Next button. 

 

Wizard automatically detects the notarized credentials acquired and saved to the Working 

Folder through steps 1 to 3 and offers to bundle the PEM format files into a PKCS#12 format 

file used to store a complete Corvus Client Certificate. Please select the Next button. 
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The Private Key Encryption password screen appears. 

 

Please enter the password chosen in Step 1 and confirm it by retyping it into the second text 

field. 

When the two password input fields match the Finish button is enabled. Please select the 

Finish button to generate the Corvus Client Certificate in PKCS#12 format. Upon completion 

the default file system browser should appear displaying the contents of the Working Folder. 

The folder should contain the newly created CorvusCPS.p12 file. This completes the Step 4. 

You have now completed all of the steps required for creating a client certificate. Please 

make the certificate available to the applications accessing Corvus services. 
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Alternatives to the Corvus Client Certificate Wizard 

Corvus Client Certificate Wizard streamlines the manipulation of certificates to the Corvus 

business processes. If for whatever reason you cannot or do not wish to use the 

Corvus Client Certificate Wizard you are free to create a private key and the related 

certificate request yourself, according to the following specifications: 

- Private Key – RSA, 2048 bit 

- Certificate Signing Request – PEM format, SHA1-with-RSA signature 

The CSR attributes may be set arbitrarily and are irrelevant as they will be overridden by our 

certification authority. 

The OpenSSL suite is particularly suitable alternative as it is a peer-reviewed, free and 

open-source software available for a multitude of platforms. 

The previously mentioned four steps required for obtaining a client certificate may be 

accomplished from an OpenSSL-equipped command-line shell, like this: 

1. generate authentication credentials using the openssl command: 

openssl req -batch -nodes -newkey rsa:2048 -sha1 -keyout CorvusCPS.key.pem -out CorvusCPS.csr 

2. e-mail the CorvusCPS.csr file or it’s contents to the cps_support@corvus.hr from your 

official business e-mail address using any regular e-mail client 

3. once you receive an e-mail response from Corvus containing the CorvusCPS.crt.pem 

save it to the same folder where the CorvusCPS.key.pem resides 

4. optionally, bundle the PEM format files CorvusCPS.key.pem and CorvusCPS.crt.pem 

into a PKCS#12 format file CorvusCPS.p12 using the openssl command: 

openssl pkcs12 -export -in CorvusCPS.crt.pem -inkey CorvusCPS.key.pem -out CorvusCPS.p12 

mailto:cps_support%40corvus.hr?subject=Corvus%20CPS%20Client%20Certificate%20Signing%20Request&BODY=%21%21%21%20PLEASE%20ATTACH%20THE%20CorvusCPS.csr%20FILE%20%21%21%21
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Important notice – please read 

Files CorvusCPS.p12 and CorvusCPS.key.pem contain sensitive cryptographic data – 

a Private Key – used to authenticate you. This Private Key is used by web browsers and other 

application software to cryptographically confirm you are the rightful owner of a notarized 

Corvus Client Certificate. It is your responsibility not to allow unauthorized persons to access 

the Private Key. Any and all access to the Corvus systems cryptographically signed by the 

notarized certificate belonging to the mentioned Private Key shall be deemed solely your 

responsibility, legally and otherwise. Please keep your Private Key safe. If your Private Key is 

compromised please report this immediately to cps_support@corvus.hr. 

The above being said - CorvusCPS.p12 file may be used to conveniently import the required 

Corvus credentials into the Windows Certificate Store, e.g. using the Windows Certificate 

Import Wizard to be used by browsers such as Internet Explorer, Chrome and others using 

the system’s certificate store. The file may also be used to manually import the credentials 

into browsers using their private certificate store, such as Mozilla Firefox. 

The various possible procedures of importing a client certificate are out of scope for this 

document. 

mailto:cps_support@corvus.hr?subject=URGENT:%20certificate%20REVOCATION%20request!
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Document Change Log 

Date Name Comment 
2012-07-04 Juraj Brečak Initial revision 
2012-07-06 Juraj Brečak Introduced detailed wizard instructions 
2012-07-09 Juraj Brečak Corrected two typographical errors 
2012-07-13 Juraj Brečak Introduced the technical personnel requirement 
2013-01-28 Juraj Brečak Instructions changed to match CCCW v2.1.x functionality 
2013-01-29 Juraj Brečak Product rebranded to “Corvus Client Certificate Wizard” 
2013-02-26 Juraj Brečak Introduced alternatives to the CCCW 
2013-10-28 Juraj Brečak GUI sizing and mail client launching polished; CPS / Systems 
2014-03-24 Juraj Brečak Workaround for a 3rd party layout manager glitch 
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
 


